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How Cyber impacts the physical domain












Bb((Cyber impacts the physical domain.
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A tale of unecessarily complicated
processes
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https://bit.ly/2112tV0

b

ttps://www.amaz0On.com

b

ttps://nore2flev4ertxlbrzg3.man

b

ttps://paypal-security.legitdomain.com



https://bit.ly/2I12tV0
https://www.amaz0n.com/
https://nore2flev4ertx1brzg3.man/
https://bit.ly/2I12tV0
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Reverse Social Engineering
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HOME » MOBILE » TRUMP REPORTEDLY IGMORES SMARTPHOME SECURITY BECAUSE IT'S "TOO INCOMVENIENT

Trump Reportedly Ignores Smartphone
Security Because It’'s ‘Too Inconvenient’

By Ryan Whitwam on May 23, 2018 at 730 am 46 Comments
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Make Awareness Training Interesting
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Replying tol N
If | had the time, budget, and motive to launch really good
attacks in Vegas, | would:

X Attack random Defcon nerds who are probably mostly broke
and powerless

J Attack ppl at BlackHat who are way more likely to be in
positions of power somewhere with § to drop on tickets
9:12 AM - Aug 8, 2018
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Conclusion and Call for Action



e Swatting: http://edition.cnn.com/2018/01/03/us/kansas-police-shooting-

swatting/index.html

* Usb-keys: https://elie.net/blog/security/concerns-about-usb-security-are-real-
48-percent-of-people-do-plug-in-usb-drives-found-in-parking-lots

» Detention station example: https://odi-x.com/odix-kiosk/


http://edition.cnn.com/2018/01/03/us/kansas-police-shooting-swatting/index.html
https://elie.net/blog/security/concerns-about-usb-security-are-real-48-percent-of-people-do-plug-in-usb-drives-found-in-parking-lots
https://odi-x.com/odix-kiosk/

Thanks for listening.
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Many Thanks to Bryan Fite for the
contributions to the original
version of this talk!
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Big Thank you to the photographers
and artists!
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