| SLICED MY SIEM

Finally Getting Value out of your SIEM!
@Mag1cMOn



THANKYOU! \THANKYOU!
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THE PRESENTER

* $whoami

- @Mag1cMOn . 4

* |0+ years in Cyber Security;

* I'm kind of purple teamer;
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DISCLAIMER

All opinions expressed during this
presentation are mine and do not represent
by any means the opinions of my current
employer.




A (VERY) SHORT HISTORY OF OUR
INDUSTRY

1974 1987
Wabbit Virus Ultimate Virus Killer
McAffee Viruscan
Fred Cohen wrote that there is no algorithm that can | 989 | 994 | 999

perfectly detect all possible computer viruses

Stateful Firewall ~ App Firewall ~AppShield Released

1998 2010
Zeek (Bro) & Snort NIDS Released Suricata NIDS Released
1990
Dark Avenger’s 2005
Mutation Engine Gartner defines

SIEM technology
2010
Threat Intelligence

2010
Stuxnet

o e https://www.youtube.com/watch?v=bAK9zgNnAck



THE SPIDER ANALOGY




THE SPIDER ANALOGY




WHERE THIS TALK COME FROM?

Jack Rhysider @JackRhysider - Sep 10 v
' | After you get rid of that SIEM you struggled for 3 years to get running but never .

offered you any value. #siem #infosec

You are no longer
being poisoned by a
toxic cloud.
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operations | éminread | May 23,2018 | by Dan Whalen and Lori Easterly | % Tags: Management, SIEM, SOC, Tools

How to identify when you've lost control of
your SIEM (and how to rein it back in)



PROCESS IS A SOLUTION

Dr. Anton Chuvakin & @anton_chuvakin - Aug 2

Org: "HELP! My SIEM deployment failed! We hear #51EM iz old/dead tech ...”
Analyst: “Well, have you tried using 1t1?”

Org: "Say what? | installed it, isn’t it enough?” #random #totallyfake #madeup

#artificial #nottrue #nope

O 9 13 31 O o7 4
Derek Armstrong @dsplice - Aug 2
Replying to @anton_chuvakin
Like far too many infosec projects. Most security issues are first a people and
process problem. Technology is a DISTANT third!

Q 11 2

BCC @BlueCollarCyber - Aug 2

Replying to @anton_chuvakin

"We have EVERY device logging to SIEM at Debug kevel for PCI, why aren’t we
stopping phishing and finding APT?"#peopleproblem

Q 1




HOW LONG DOES IT TAKE TO SCREW
|2 SCREWS?

* Get your tools right.

AIRBUS

* Get your own safety right.
* Being controlled by your buddy;

Screw |2 screws;
* Being controlled by your buddy;
* Being controlled by the certification body;
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Motorcycles are the deadliest.
Passenger deaths per 1 billion passenger miles, 2000 to 2009

Motorcycle 212.57
Car | 7.28
Ferry | 3.17
Train (0.43

Subway |0.24
Bus (0.11

Plane |[0.07

WAPO.ST/WONKBLOG Source: lan Savage, Northwestern University



Basic CIS Controls

o Inventory and Control of Hardware Assets Inventory and Control of Software Assets

o Continuous Vulnerability Management Controlled Use of Administrative Privileges

Secure Configuration for Hardware and Software on
Mobile Devices, Laptops, Workstations and Servers

Maintenance, Monitoring and Analysis of Audit Logs

Foundational CIS Controls

Email and Web Browser Protections Malware Defenses

o Limitation and Control of Network Ports, Protocols and @ Data Recovery Capabilities

Services
o Secure Configuration for Network Devices, such as @ Boundary Defense

Firewalls, Routers and Switches
@ Data Protection @ Controlled Access Based on the Need to Know
@ Wireless Access Control @ Account Monitoring and Control

[ ] -
Organizational CIS Controls

@ Implement a Security Awareness and Training Program @ Application Software Security
@ Incident Response and Management @ Penetration Tests and Red Team Exercises

SECURITY
* https://www.auditscripts.com/free-resources/critical-security-controls/ | enCIave
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PEOPLE, PROCESS, TECHNOLOGY

PROCESS




PEOPLE PROFILE

Security Background

Experience in Incident Response and Offensive Security
Curious and willing to go outside her comfort zone
|deally with coding capabilities for automation

Excellent knowledge of the organization
Communication/Political skills
Inspire trust / Natural Leader

IT Generalist (Systems and Network)
Task Oriented

Reliable / Control execution

System Administrator

Experience in managing heavy infrastructure
Process oriented / Documentation




Detection Layer
Data Layer
Device Layer

Platform Layer

Detection Layer
Data Layer

Device Layer

Platform Layer

PEOPLE

Security Analyst

System Administrator

2 x Security Analyst
Data Manager
Device Manager

System Administrator

Detection Layer
Data Layer
Device Layer

Platform Layer

Detection Layer
Data Layer
Device Layer

Platform Layer

Security Analyst

Data Manager

System Administrator

3 x Security Analyst
Data Manager
Device Manager

System Administrator

Detection Layer
Data Layer
Device Layer

Platform Layer

Detection Layer
Data Layer
Device Layer

Platform Layer

2 x Security Analyst

Data Manager

System Administrator

3 x Security Analyst
Data Manager
Device Manager

2 x System
Administrator




PEOPLE, PROCESS, TECHNOLOGY
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CIS#6 Security Monitoring

Business Use Technical Defect e
Implementation Monitoring EORERG TG

Knowledge Exploratory
Base Data

Documentation Analysis Daily
Peer Operations
Detection Idea Review
CIS#19

Security Incident
Communication to
\ 4 Asset Owners

Response
Peer Standardization Knowledge Base
Review Labelling Documentation

A

Detection Layer

Data Layer

CIS#5
Secured
Configurations

f

—— P
Asgalts:r:g‘ %ata Prioritization Device Data Collection
inventory Contextualization On- boardmg Monltonng

Change Hardware
| Management | i Upgrade

Device Layer

Platform Health

Initial SIEM e
Monitoring and
Deployment Maintenance ; Software

o

Incident | Upgrade
| Management |

Platform Layer

https://github.com/Magi1cMOn/Talks/tree/master/BsidesLux2018



PROCESS—- DETECTION LAYER

Notify Data Layer Owner
to trigger an update.

PodCast
Web Searches Business Use Case

Youtube \ \
Look also for
document on your knowledge base: | the SIEM. How the SIEM
\ native language! I. Unique ID parses the data? Which field
‘ 2. Objective is in use?

3. Rule / Query

Newsletter/
‘ \ e i -
: . _ Implement in
Social Medias the SIEM

h Quality Review of
the detection rule.

IE_xEIgrgtgr;y Data Analysis

Capture the idea in the Look for required data in

Based on the observation
re-write the query and
enhance the play.




https://www.amazon.com/Crafting-InfoSec-Playbook-Security-Monitoring/dp/ 149 1949406

Crafting the' ,

PROCESS - DETECTION LAYER

Brandon Enright & Matthew Valites

ASSIGNED
Play is assigned to a team
member for correcting /
engancing the play

® - «)-(

NEW IN-PROGRESS RETIRED
An idea submitted Peer Review and DEPLOYED No more used but we
for review quality checks Play active and keep it just in case!

running in PROD

\ 7

REJECTED
Bogus play that will
never be used again



PROCESS — DATA LAYER

Detection Rule
Documented

\

Standardization
Peer Review - Labelling »

New Technologies
CIS#1 &2
Asset & Software
Inventory

’ Knowledge Base
Documentation

oS
Windows
*NIX
MAC

Network
Firewall
Router
Switch

Communication
to Asset Owners

CIS#5 Secured
Configuration



CIS#5 Secured

PROCESS — DEVICE LAYER Configuration

Data Layer

—

: ClIs#182
, Asset & Software | Data

I t .
| nventory ‘ | Collection
I . . .
I Regularly scan for Prioritize your : Device Monitoring
! Asset Discovery Assets | On/Offboarding
I I
D J I

Platform

Monitoring



PROCESS — PLATFORM LAYER

Initial Installation

Notification to Device layer in case of:

Noisy devices

Device Not responding devices

Monitoring

t Change
’ Management

\

Platform Health
Monitoring &
ME I E S

Incident
Management

Hardware
d Upgrade
‘ Software Update




PEOPLE, PROCESS, TECHNOLOGY

PEOPLE

PROCESS




TECHNOLOGY

Threat
Intelligence
feeds for
enrichment

[[®]]

MediaWiki

)

MISP

Threat Sharing

Enrichment |




FINAL THOUGHT

*Like far too many Infosec projects,
Most security issues are first a
people and process problem.
Technology is a distant third;




QUESTIONS | COMMENTS | ABUSE

w @Mag1cMOn



